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Summary

LALAN, G.Stolberg, How nation-states craft national security strategydocuments, Enlarged Edition, October 2012, PP 1-3.
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The need for security has made it necessary for states to develop their security
strategies, which has become a major concern for states in the international system of
the 21st century. This need requires the design, design and development of strategies
at the national level with goals that, if achieved, can provide the necessary
requirements for security.Countries always have a variety of strategies that are
intended for use at the national or strategic level of government, most of these
strategies are contained in "official documents", which are classified and not open to
public control.Often, the strategies that are focused on in national security relate to
comprehensive strategies for the external and internal security of the state, as well as
more specialized strategies such as those aimed at guiding the country's military
strategy or specific strategies aimed at combating terrorism. There are several
purposes of developing security strategies. In essence, they aim to create a consensus
between foreign policy, defense policy, diplomacy, and homeland security.

Key words: security, security strategy, comprehensive security, internal security,
external security.
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The national security strategy, Departemento de seguridad nacional, Gobierno De Espana, 2013, PP 4-5.
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“ALAN, G.Stolberg, Op.Cit, P 15-16.
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policy, CRS Press, Taylor & Francis Group, New York, 2008, P 22.
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The threat of terrorism in cyberspace: towards drawing a knowledge
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Abstract:

This study presents the issue of terrorism in cyberspace as an emerging security threat
faced by states in the current period, especially after the growth of the activity of terrorist
organizations and the development of their goals and mechanisms by exploiting everything
provided by the information and technological revolution in order to serve their interests. This issue
will be addressed through three main points, including :The first point is to present a conceptual
framework for the study in which we explore the most prominent previous definitions of cyber
terrorism, specifying when and where this evolving pattern of terrorism emerged.

The second discussion point is related to the importance of cyber terrorism in relation to
terrorist organizations and the reasons for choosing cyberspace in order to carry out their attacks. As
for the third and final point in this analysis, it reviews the most important implications of the growth
of terrorism in cyberspace on the security and stability of countries.

Key words:security threat; terrorism; cyber terrorism; cyberspace.
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Summary:

The topic of Russian-Turkish relations is one of the attractive topics, which deserves study.
The study of these relations occupies a great importance, especially after the end of the Cold War,
as the data that surrounded the world, especially Europe, changed, and the importance also lies in
examining the issues, interests, and developments that You face these relations, despite the fact that
many research and studies dealt with the issue of Russian-Turkish relations, but there is an urgent
need to write more about them, given the historical depth of these relations, their complexity and
the complexity of their problems, which requireslt was dealt with in the language of political and
strategic analysis more than the language of historical narration if the researcher wanted to reach
results close to the reality that was in the past, present or future, in addition to the tremendous
internal changes that countries have witnessed since the end of the Cold War, and so far, as well as
international variables The consequences of the end of that war, and the collapse of the Soviet
Union have affected the essence of international relations, whether between Turkey and Russia or
the essence of their relations with other countries, and the geopolitical and geo-strategic data
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Abstract

This research aims at examining the Syrian crisis from the beginning, and focuses on the overlap of the actors in the
crisis, Turkey, Russia, Iran and Israel; and the goals of these powers towards it. The study also investigates the nature of the
interactions resulting from these interventions, whether at the level of Syria, or the region as a whole, based on the importance of
the centralized Middle East in Syria in influencing the concept of national security for that region. The research puts these issues
according to geopolitical considerations through the nature of the interaction of the international system in international crises
that are linked to cross-cutting considerations. The study concluded that Syria was and is the subject of effective competition

between different powers, because of its geopolitical importance influencing the nature of interventions in the Middle East.
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Abstract

Today, the Caucasus region has become an important source of oil and natural gas in the
world. The Caucasus region includes two regions, the North Caucasus, which belongs to the
Russian borders, and the Southern Caucasus, which includes three countries, which are
Azerbaijan, Armenia, and Georgia. The three countries link regional attractions, represented
in Russia and Turkey. And Iran, and internationally represented in China, Europe and the
United States of America. Several pipeline projects have been prepared to supply Europe,
Turkey, Russia and America with oil and gas from the Caspian Sea, which is the main source
of oil in the region and the world. Thus, these pipes have been paved since The collapse of the
Soviet Union, as Western countries and Turkey rushed to establish ties with the countries of
the region.
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Abstract:

Algeria, a forerunner in the fight against terrorism due to its decades-long experience
with Islamist extremists, is facing new challenges in terms of tactics and strategy.
With the rise of ISIS, new trends in global terrorism were already in place. I1SIS
troops have been manipulating the geopolitical scene in both the Middle East and
North Africa. The recent attacks by ISIS jihadists on the Tunisian army and National
Guard- along the border with Algeria, and the role of ISIS in the Libyan Crisis have
had an impact on the security of Algeria itself. It is worth to mention that ISIS has
exploited successfully the net as a successful means to recruit more fighters and
promoting the ISIS system. Facing the changes of ISIS terrorism, the Algerian
government has authorized the establishment of a “National Judicial Committee” (for
security means) for the purpose of controlling different websites and networks which
extremists use in order to be in contact with ISIS. So, this step shows the fact that the
Algerian government has embarked on a new campaign aimed at combating jihadism
with new tactics and operations. The present paper analyzes the rise of ISIS networks
and its impacts on Algerian jihadists, and how the Algerian government intends to
counter ISIS networks.

Key words: ISIS, networks, Jihadists, Algeria, tactics.
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1. INTRODUCTION:

The history of mankind is replete with tales of horror of some power-
wielding humans going mad, while others have been the victims of their
unimaginable brutalities. The perpetrators have ranged from individuals to armed
groups to states. The systematic use of terror as a means to attain political objectives
exists all over the world.

As an old phenomenon, terrorism became an important feature of European
politics during and after the French Revolution as different political groups
comprising anarchists, nationalists and social revolutionaries practiced
assassinations, bombings and various forms of violent seizure and destruction of
property. Nowadays, terrorism has become the greatest evil in our world. It is
perpetrated by fanatics who are utterly indifferent to the sanctity of human life.
Although the international community remains divided on providing a universal
definition of what terrorism means, yet it remains committed to confront the
aforementioned phenomenon through a variety of means.

Terrorism, as a political phenomenon, has been associated with violence and
crimes against humanity since the 80°s and 90’s of the 20™ Century. Following the
events of 9/ 11, the issue of terrorism started to attract scholars all over the world. In
addition, different debates were held on the new rising phenomenon and its serious
consequences on individuals, societies, and states. Accordingly, these scholars, of
international and criminal law, attempted define terrorism from different
perspectives. Commonly agreed, whatever context in which terrorism occurs and
whatever means used, it communicates a message and its objectives go beyond
damaging the state’s resources.

As for defining the term ‘terrorism’, it is seen from Islamic perspective, both
the Holy Quran and Arabic language, asfear from Almighty Allah and his
punishment. i. e. Panic and fear of Almighty God’s punishment. As it is stated in the
following verses: ‘Fulfill My covenant, and | will fulfill your covenant with you. Me,

you must fear’ (Quran 2: 40); ‘they fear their Lord from above them and do as they
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are commanded. Allah says: 'Do not take to yourself two gods. He is only One God;
so, have awe of Me' (Quran 16: 49- 51); ‘So We answered him, and gave him John,
curing his wife (of sterility). They raced with each other in good works and called on
Us out of yearning and awe, and they were humble to Us’ (Quran 21: 90).

Since the attacks of 9/ 11 on US soil, there has been a blatant confusion and
serious weariness between the concepts of Islam and the ones related Western
culture, especially over the issue of "terrorism™ as a result of clash of civilizations.
As a result, some of the infamous concepts of of terrorism have been related to Islam.
However, Islam, throughout history, rests a heavenly divine religion that has rejected
violence and terror, and orders compassion, mercy, justice and charity, like the other
divine religions before they had been distorted and changed. Allah stated in the Holy
Quran the following verses: ‘We have not sent you (Prophet Muhammad) except as a
mercy to all the worlds’ (Quran 21: 107) ; ‘Allah orders justice, and good deeds, and
giving to one's kindred. He forbids indecency, dishonor and insolence. He
admonishes you in order that you take heed’ (Quran 17: 90). So, this is a clear fact
that stems from the essence of Islam and its ideals, and a recipe of its qualities, and a
necessary attribute of its doctrine, law, ethics, principles and values, and even with
life and elements of environment ; such as, animals, plants, birds, whales, rivers,
seas, air, forests, and with the beacons of the earth and the features of nature and its
components, And they were disciplined in dealing with all of this by the rules of
Islam, legal, mental and logical, so as to achieve harmony with the laws of the
universe and the nature of things and instinct. Whether in their conquests, or their
commercial dealings with different peoples, or when traveling all over the globe.
Wherever they went, they carried with them these aspects that accompanied the
spread of Islam and its appearance and sovereignty.

In addition, the sanctity of human blood is highly sacred in Islam, and Islam
prohibits and condemns the killing of humans under whatever situations or
conditions. It is stated in the Holy Quran the following verses : "Do not Kill the soul
that you have forbidden except with the truth” (Quran 17: 32); so, an assault on
human soul is considred as a crime and an attack on all souls, because life is only
one. In this sense, Allah said: "That was why We wrote for the Children of Israel that
who ever killed a soul, except for a soul slain, or for sedition in the earth, it should be
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considered as though he had killed all mankind; and that who ever saved it should be
regarded as though he had saved all mankind"” (5 : 32). i. e. God says that if anyone
Kills someone unjustly, it is as if he had murdered all mankind. To murder even one
person is totally opposed to the moral teaching of the Qur'an. Therefore, injustice and
encroachment is forbidden in Islam not only if conducted by Muslims on Muslims,
or on non- Muslims, but all sorts of people and creatures as well. This is considered
as the greatest sins againts humanity in Islam.

In this light, Yahia Harun (2002) defined ‘terror’ as all sorts of violence
committed against non military targets for political purposes. That is, targets of terror
are entirely innocent civilians whose only crime is to represent the other side. For
this reason, terror means subjecting innocent people to violence, which is an act
bereft of any moral justification.

Throughout the years, various scholars have attempted to define terrorism.
Studies have found more than 200 definitions of terrorism. In fact, Simon (1994)
reported that there exit 212 different definitions of terrorism across the world; 90 of
them are recurrently used by governments and other institutions. Below is a list of
definitions of terrorism by some of the most distinguished scholars and institutions
on the matter:

Bruce Hoffman As the deliberate creation and exploitation of fear
through violence or the threat of violence in the pursuit
of political change. All terrorist acts involve violence or
the threat of violence. Terrorism is specifically designed
to have far-reaching psychological effects beyond the
immediate victim(s) or object of the terrorist attack. It is
meant to instil fear within, and thereby intimidate, a
wider “target audience” that might include a rival ethnic
or religious group, an entire country, a national
government or political party, or public opinion in
general. Terrorism is designed to create power where
there is none or to consolidate power where there is very
little. Through the publicity generated by their violence,
terrorists seek to obtain the leverage, influence and
power they otherwise lack to effect political change on
either a local or an international scale.

Lord Annan Terrorism feeds off publicity : publicity is its main hope
of intimidating government and the public : publicity
gives it a further chance for recruitment. The acts
terrorists commit are each minor incidents in their
general campaign to attract attention to their cause. No
democracy can tolerate terrorism because it is a denial
of the democratic assumption that injustice can, in time,
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be put right through discussion, peaceful persuasion and
compromise. By killing and destroying, the terrorists are
bound to extort publicity—and hence one of their
ends— because such news will be reported

U.S. Department of Defense Terrorism refers to “the calculated use of unlawful
violence or threat of unlawful violence to inculcate fear ;
intended to coerce or to intimidate governments or
societies in the pursuit of goals that are generally
political, religious, or ideological.

U.S. Department of State Terrorism is “premeditated, politically motivated
violence perpetrated against noncombatant targets by
subnational groups or clandestine state agents.

Arab  Convention for the Terrorism is “any act or threat of violence, whatever its

Suppression of Terrorism motives or purposes, that occurs in the advancement of
an individual or collective criminal agenda and seeking
to sow panic among people, causing fear by harming
them, or placing their lives, liberty or security in danger,
or seeking to cause damage to the environment or to
public or private installations or property or to
occupying or seizing them, or seeking to jeopardize a
national resources.

Federal Bureau of Investigation The unlawful use of serious violence against persons or
(FBI) property, or threat to use such violence, to intimidate or
coerce a government, the public or any section of the
public, in order to promote political, social or

_ideological objectives.

Accordingly, over the variety of these definitions, one academic definition
has been established and has gained a wide respect among scholars and institutions
worldwide. It was provided by Shmid (1988) defined terrorism as:

an anxiety- inspiring method of repeated violent action,
employed by (semi-) clandestine individual, group or state actors,
for idiosyncratic, criminal or political reasons, whereby- in contrast
to assassination- the direct targets of violence are not the main
targets. The immediate human victims of violence are generally
chosen randomly (targets of opportunity) or selectively
(representative or symbolic targets) from a target population, and
serve as message generators. Threat- and violence-based
communication processes between terrorist (organization),
(imperiled) victims, and main targets are used to manipulate the

main target (audience(s)), turning it into a target of terror, a target
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of demands, or a target of attention, depending on whether

intimidation, coercion, or propaganda is primarily sought. (p. 37)

In the light of the aforementioned definitions, terrorism is clearly considered
as a criminal act which consists of two fundamental elements: a material and moral.
To deal with, the material element bases terrorism on the criminal behavior, or the
acts constituting it. In this context, terrorism is defined as an act, or certain actions
aimed at achieving a certain goal. In this context, terrorism is characterized as: (1)
use of illegal violence, (2) inclusion of terror and intimidation, and (3) this violence
is coordinated, organized, and continuous. The moral element in defining terrorism
bases its definition on the fact of objectives that are to be reached by terrorists in
their actions; whether it is political, religious, or ideological. i. e. Terrorism is clearly
seen from its ends that are to be achieved by through the use of terror, intimidation,

and panic to gain political objectives.

Therefore, from these two definitions, we can include the elements of the

terrorist act as follows:

o Illegal violence,

o Coordination, organization and continuity,

o Creating horror and panic,

o Achieving political, religious, ideological, or racial goals.

Nowadays, terrorism has evolved, in its means, along with the technological
revolution which occurred in the 21* century. In today’s globalized world, ICTs have
revolutionized the world, and made several impacts in major fields of life. As ICTs
had positive effects on world societies through several benefits and services, they
also had left negative impacts on societies. ICTs have paved the way for the
emergence of new, dangerous crimes after combining computer networks and data
systems with the World Wide Web. These crimes; in fact, are best characterized of
their (1) quickness, (2) novelty. i. e. novel means used, (3) capability of erasing
them, (4) difference in formats and styles, and being transnational. Accordingly,

terrorist groups and organizations started conducting cyber-attacks using the Internet
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which made it clear to the world that terrorism has moved from using traditional
means to the mastery of technological tools. Thus, terrorists have found a new
technological space which is not costly, and enabled them to commit their crimes
anywhere and at any time without any proofs so as to try them in courts.

Algeria was one of the first countries which suffered heavily from terrorism
during the black decade. Accordingly, it became amongst the leading countries to
warn the rest of world countries of this transnational phenomenon. There have been
many reasons for terrorism in Algeria ; however, along with its evolution growth, its
methods and means also evolved that it became more brutal and bloodiest, especially
during the 1990s (97- 99), which affected all segments of society, as well as the
economic and social infrstructures of the country.

Algeria has been among the first countries which experienced terrorism that
affected its human and material potentials to a large extent. In fighting terrorism, it
has been proven that the military approach to be ineffective ; thus, the Algerian
authorities have ressorted to other means and policies. With the arrival of President
Abdelaziz Bouteflika, he adopted other peaceful means and policies which had
positive results. Accordingly, Algeria, nowadays, is best known a leading country in
the world in combatting terrorism.

The rise of ISIS, led by Abu Bakr Al Baghdadi, in Iraq in 2014 and its
extension to Syria and then to Egypt, Libya and Tunisia made it clear that the
primary goal of the aforementioned terrorist organization is particularly to destabilize
security in the Arab region and turn its countries into chaos, making them permanent,
intense hotbeds. Since ISIS did not exclude Algeria from its map of incursion, this
terrorist organization started investing in modern technologies and exploiting them in
its war against Arab regimes in an attempt to recruit jihadists and fighters in order to
raise its human and material capacities. This situation necessitated the Algerian
authorities to adopt new ways and measures to prevent the presence and spread of
ISIS in the Algerian territory as a compensation for its losses in Irag, Syria, and
Libya.

The present paper attempts to answer the following questions:

* What is the strategy of ISIS in Algeria?
* Why does ISIS use ICTs and modern technology?
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* What are the networks and web sites that support ISIS in its
promoting cyber terrorism?
* What are the security and judicial procedures used by the

Algerian authorities to counter ISIS networks and cyber terrorism?

The purpose of the study is to analyze how ISIS uses several networks and
websites to affect Algerian jihadists, and how the Algerian government intends to
counter these networks means to prevent ISIS presence in the Algerian territory.

2. Cyberterrorism: Definition and character:

It is commonly known that terrorism is closely related to media; for the
purpose of terrorist attempts is to seek media coverage characterized by fear and
panic so that the message reaches to a great number of people for influencing both
the public and the government. Although terrorism relied on traditional means of
media in recent years, the rise and emergence of the Internet and new social media;
however, several terrorist groups, including ISIS, turned towards using and heavily
exploiting these technological means for their agendas. This; in fact, has given birth
‘Cyberterrorism’ which has totally monopolized the virtual space. As a consequence,
terrorist groups and organizations started using several Internet web sites for
propaganda, celebrity, recruitment of jihadists, money raising, communication,
planning, etc.

It is worth to mention that the rise of technology and new media have
provided terrorist organizations with lot of potentials to rival governments, security
and intelligence services. Thus, it gave a new perspective of terrorism, in the name of
Cyberterrorism which is considered as a more threatening form of terrorism because
it targets lot of people and victims in a very short time.

Cyberterrorism is that terrorism which uses the Internet to (1) cause damage
and paralysis in information and communication systems, both civil and military, (2)
disconnect communication between different networks, (3) disrupt aviation and air
defense systems, (4) infiltrate the banking system, (5) disrupt passenger traffic (by
air or land), (6) break down power stations and water purification plants, or even (7)
attack important strategic bases; such as, nuclear sites. In another sense,
cyberterrorism is the use of digital techniques to intimidate, or subjugate people, or
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attack information systems on political, racial, or religious backgrounds. Also, it is
known as a form of terrorism which uses pressing technology deliberately to cause
devastating effects and serious damage of the state’s facilities (Piney, 2000).

Moreover, cyberterrorism is defined as an electronic version of material
terrorism which originated from information and communication technology and the
Internet. Terrorists exploited this technique to carry out illegal attacks against targets
and structures created for the benefit of humanity. These targets include power,
electricity, water networks, computer and information systems, military and civilian
sites, air traffic, transportation and other infrastructure. The main objective of these
attacks is to subjugate governments and spread fear and terror in humans for the sake
of achieving terrorist objectives, whether political, religious, social, or economic
(Gunaratna, 2004).

Since cyberterrorism is seen as a form of cybercrime, the common link
between them is that both crimes use the electronic context. However, cyberterrorism
is conducted against the entire international community. So, when a particular
country is attacked, it seems that the whole international community has been
attacked. In this context, Pandey (2000) stated that all terrorist acts are cybercrimes,
but not all cybercrimes are terrorist acts.

Following 9/11 terrorism has been associated with the Internet, and it has
proven that cyberterrorism is real and current threat and destructive, especially when
the element of terrorism was mainly incorporated. Cyberterrorism was viewed in the
acts of penetrating into military and civilian websites. However, another fact of
cyberterrorism was completely ignored: the daily use of the Internet by terrorist
organizations to plan and coordinate their operations. The terrorist presence on the
Web is sporadic, varied, and largely evasive. If a terrorist website appears, it quickly
changes its electronic pattern, then disappears to reappear in a new form and address
after a short period of time. Although countries and world authorities made more
efforts to prevent such terrorist organizations as al Qaeda to use the Internet, they
failed. When a web site, belonging to Al Qaeda, had been infiltrated and broke down
and removed from the net, several new web sites emerge (Weimann, 2004, p. 1).
Cyberterrorism has been exceptional in the quality of the tool used to achieve

terrorist targets. Since traditional terrorism uses purely material means; such as,
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explosives and other arms, cyberterrorism is based on the exploitation of
technological potentials, and the use of means of communication and the Internet in
order to intimidate, intimidate, intimidate or threaten people (Brunst, n. d., p. 53).

Cyberterrorism has grown up in both ICT environment and the Internet. This
technology has been thoroughly used and exploited by terrorists for the following
reasons:

+* ICT tools and the Internet used are faster, cheaper means, and
more accurate than conventional methods of terrorism,

* Terrorists are able to hide from the security and intelligence
services,

* There are no physical barriers; No international, or
geographical borders to prevent terrorists from executing their crimes in any
part of the world,

+ Terrorist crimes are committed distantly,

* Their impacts are devastating, terrible, and violent leading to

many human and material losses. (Abomhara and Kgien, 2015)

The characteristics of cyberterrorism include:
* Useing vocabulary of cybercrime, such as:
> Hacker, which hacks into computer systems;
> Cracker, which is an electronic hacker that has the
ability to hack computer systems with a criminal motive;
> Acktivisim,
> Hacktivisim, which is an electronic hacker for political
motives and its work is not destructive, such as the spread of viruses
for the purpose of fame or other personal ambitions. Such as
publishing advertisements and distorting reputation on websites,
disrupting information systems and stealing identity cards.
* Using electronic means and weapons which include the
followings:
> The ability to block access to certain websites on the net by

stopping and disabling them through sending lots of emails, and prevent
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access to them in order to achieve two main goals: (1) to prevent access and
blocking them, and (2) to publish huge advertisements.

> The use of Ping Attack: Using the e-mail as a tool to send
many messages at once to certain targets, and to stop and destroy targeted
sites.

> The ability to attack web sites and access them to obtain
information stored in computer systems.

> The cyberterrorists to spread several types of viruses, and
destroy and stop lots of computers located in many parts of the world.

+ Difficulty of tracking these terrorist crimes for their fast
disappearance and easiness to destroy evidences.

* Cyberterrorists have capabilities of using modern technologies

and computer programming. (Salama, 2000)

Cyberterrorism has objectives which are:

* Destabilizing security, spreading fear and terror, and
disrupting state systems.

* Violating of public order and information security.

* Damaging to state infrastructure.

* Threat and publicity attract attention and stir up public
opinion.

* Recruiting new terrorists

* Raising funds and donations. (Achkoski and Dojchinovski,
2006, pp. 3- 4)

Cyberterrorism is manifested in the following types:

+ Violation privacy: Privacy of individuals, citizens, and senior
officials,

* Information Appropriation and Secret Data Theft: These are
sometimes disseminated and misrepresented in order to threaten the state’s

security and make citizens live in chaos.
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+ Demolition of the e-Government structure and rules:
Through demolition of the e-Government, terrorist organizations seek to

endanger the government’s credibility. (Brunst, n. d., pp. 56- 7).

According to Weimann (2004), cyberterrorists use the Internet and modern
technologies for the following terrorist purposes:

+* Information exploration: The Internet provides sensitive
information that terrorists seek to obtain; such as, places of nuclear facilities,
international airports, and information related to counterterrorism;

+ Communications: The Internet helps terrorist organizations
communicate and coordinate with each other because of the low cost of
connecting through. It is also bound with information that can be exchanged.
The absence of an apparent leader of the terrorist group has become a
fundamental feature of the modern terrorist organization, because of the easy
communication and coordination through the Web.

* Mobilization and recruitment of terrorists: The involvement
of new elements within terrorist organizations maintains and sustains them.
Through the Web they exploit the sympathies of the Internet users and
mobilize the naive young people through chat rooms.

* Planning and coordination: The Internet is a very important
means of communication for terrorist organizations; it provides them with
freedom of association to carry out specific terrorist attacks.

+ Access to finance: Terrorists use selected statistical data from
personal information accessed by users on the Web through inquiries and
surveys to identify people with compassionate hearts and to plead them to
pay financial contributions to people. All this is done by e-mail in a way that
the donor does not suspect that he is helping a terrorist organization.

* Attacking other terrorist organizations: The Internet is used
as a battle ground between terrorist organizations and some of them and

members of the same organization. (p. 3)
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3. The rise of ISIS:

The Soviet invasion of Afghanistan in 1979 paved the way to the emergence
of a new Jihadist Movement that comprised totally foreign Jihadists and fighters. It is
worth to mention that Afghanistan, at those remote times, represented the basis of
Jihad in order to free the country from the Russian presence.

The future of the movement was that success in the aforementioned country
would be the source of strategic Jihad against oppression and tyranny exerted on
Muslims around the world, and also would lead to the liberation of Palestine and the
changing of all Arab regimes. This belief was adopted by Osama bin Laden when he
created Al- Qaeda which was mainly composed of Muslim youths from several
Islamic countries. Al- Qaeda was located in Afghanistan from which Jihad started
against Kuffars in order to establish the Islamic Caliphate (Sekulow, 2004; Al
Hachemi, 2005).

Following the attacks of 9/11, the US government decided to launch military
campaigns against Al- Qaeda, the presumed author of the attacks, in Afghanistan and
Irag. While Al- Qaeda was not on the ground in Iraq at the time of the U.S. invasion
in 2003, the ensuing years of chaos provided the establishment of an Islamic emirate
(or state) by Abu Mus’ab Al Zarqawi in 2006, who declared his loyalty to Osama bin
Laden. The name adopted to the newly established state was Al- Qaeda in lIraq,
which grouped five other Jihadi organizations. It is worth to mention that Al
Zarqawi’s newly established state attracted more Iraqi and Arab youths because it
directed Jihad and fighting against US forces in Irag. He led the Islamic state in Iraq
until his assassination on June, 7, 2006 by a US airstrike (Abd Al Rahmane, 2015, p.
19).

With the death of Al Zargawi, the council of Shura was dissolved and Al-
Qaeda in Iraq was renamed Islamic State in Iraq and Syria (ISIS) and led by Umar Al
Baghdadi. After his assassination by the US forces in 2010, leadership fell into Abu
Bakr Al Baghdadi who united Jabhat Al Nosra in Syria to ISIS to become ISIL in
2013. Accordingly, Abu Bakr Al Baghdadi was declared as Caliphate. This
announcement came just weeks after ISIS seized Iraq’s second city of Mosul on

June, 10, 2014. ISIS also expanded in Eastern and Central Syria and consolidated its
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hold over the areas surrounding the Northern city of Raqqa, the organization’s
capital. ISIS controlled a territory stretching from parts of Aleppo Governorate in
Syria to parts of Salah al-Din Governorate in lIraq, over 400 miles away. This area
included major parts of Anbar, Nineveh, Kirkuk, Diyala and Salah al-Din Provinces
in Iraq and also major parts of al-Raqqga, al-Hasaka, Deir al-Zor, Aleppo, Homs, as
well as rural Damascus Provinces in Syria. In addition, ISIS controlled parts of al-
Hajjar al-Aswad district in the suburbs of Damascus and major parts of the Yarmouk
Refugee Camp near Damascus. Overall, the organization has control over territory
occupied by an estimated ten million people in Iraq and Syria, and has nominal
control over areas elsewhere, including parts of Central Libya (Sirte), North- Eastern
Nigeria, Eastern Afghanistan (Nangarhar), Egypt (North- East Sinai) (Al Hachemi,
2005, pp. 131- 3).

ISIS has been characterized by the influx of individuals in its ranks. Many
have travelled to these war zones from all over the world including from countries in
Western Europe, former Soviet Republics, North America, the Balkans, the
Maghreb, the Middle East, and Southeast Asia. Termed as Foreign Terrorist Fighters
(FTFs), the number of such individuals now in Syria and Irag was estimated to be
around 30,000 as of December 2015 with the most coming from Tunisia, followed by
Saudi Arabia and Russia. Another concerning development out of this influx is the
travelling of women and girls as young as 14 years old into these war zones who are
mesmerized by the ‘romantic idea of Jihad’. Determined to help in the war, women,
including girls, have travelled to Syria and Iraq to offer themselves as brides of the
so-called “heroes” of Jihad (Jawhar, 2016, p. 31).

In relation to the influx of foreign fighters into Syria and Iraq to join ISIS and
other militant groups operating in the areas, another major- and probably the leading
factor that led to the rise of ISIS, is the group’s own well thought- out media
strategy. While the battle for the land of Syria and Iraq is very much in the physical
world, their media strategy; however, lies very much in the virtual world, through the
use of the Internet (Jawhar, 2016, p. 31).

4. Why does ISIS use cyberterrorism and ICT tools?
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Terrorists have good reasons to use social media. First, these channels are by
far the most popular with their intended audience, which allows terrorist
organizations to be part of the mainstream. Second, social media channels are user-
friendly, reliable, and free. Finally, social networking allows terrorists to reach out to
their target audiences and virtually “knock on their doors”—in contrast to older
models of websites in which terrorists had to wait for visitors to come to them.

Since ISIS has welcomed tens of thousands of followers worldwide, to be
part of the so-called Islamic State, it has managed to spread fear and its influence far
beyond any other terrorist groups in the past. Several attacks in the name of ISIS
have taken place around the world including in countries; such as, Australia,
Bangladesh, Belgium, Canada, Denmark, Egypt, France, Germany, Kazakhstan,
Kuwait, Pakistan, Saudi Arabia, Tunisia, Turkey, the United States and Yemen. In
addition, ISIS’s exploitation of the Internet, particularly through its extensive use of
social media and online communication platforms, has garnered the appeal and
support of an unprecedented number of individuals on a global scale.

Being an important technological tool nowadays, the Islamic State in Iraq
recognized the power of digital media when its leader Abu Musab al-Zargawi,
discovered the utility of uploading grainy videos of his atrocities to the Internet. As
the group evolved, its propagandists surpassed and humiliated their rivals in al Qaeda
by placing a premium on innovation. The Islamic State maximized its reach by
exploiting a variety of platforms: social media networks; such as, Twitter, Facebook,
peer-to-peer messaging apps (like Telegram and Surespot, and content sharing
systems like JustPaste.it). Today the Islamic State is as much a media conglomerate
as a fighting force (“Why ISIS Is Winning the Social Media War’, n. d.).

Since its creation, ISIS has attracted the world’s attention with its rapid
expansion in both Iraq and Syria, its brutal treatment ofreligious minorities (e.g.,
Yazidis, Christians), and its well- publicized beheadings of hostages. It has also
proven to be quite savvy in its use of social media, with teams working to create
crafted statements with accompanying video or images that showcase ISIS’s
accomplishments. Some focus on successful attacks, or the killing individuals who
have been captured or found guilty of some offence, but others highlight the social

services ISIS offers; such as, the delivery of food and supplies to areas they control.
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ISIS utilizes a variety of social media platforms, such as Twitter, and even when

these accounts are shut down, new accounts almost immediately reappear, enabling

ISIS to reach its audience (Cunningham, Everton, & Schroeder, Mar. 2015, pp. 2- 3).
4.1. Propaganda and celebrity:

ISIS is quite sophisticated in its use of propaganda and social media. The
group’sideological wing, which is supported by its Media Council, disseminates
religious edicts,battlefield updates, and specific threats through official platforms that
can reachsympathizers and new audiences via social media (TRAC 2014). In
particular, shortlyafter it renamed itself the Islamic State of Iraq in 2006, it
established the al-Furganinstitute for Media Production, which produces CDs,
DVDs, posters, pamphlets, and web-related propaganda products (Roggio 2007). In
2014, it established the al-Hayat Media Center, which targets a Western audience
and produces material in English, German, Russian and French (Gertz 2014).

Beginning in July 2014, al-Hayat began publishing a digital magazine called
Dabig, in a number of different languages including English. This digital source
provides articles related to a host of topics, including theology, strategy, and
speeches given by ISIS’s leadership, to name a few. Other official platforms, namely
Mu’assassat al Furqan, produce and release videos such as those showing the
beheadings of James Foley, Steven Sotloff, and David Haines (Saltman and Winter
2014).

Information officially published by ISIS is regularly disseminated to new
audiences and potential online sympathizers across the globe via social media
platforms, in particular Twitter and YouTube. Moreover, sympathizers and
followers, often referred to as “Fanboys,” regularly circulate and distribute ISIS
propaganda and information on these same platforms (TRAC 2014). For example,
the group has utilized Twitter to distribute its message by organizing hashtag
campaigns and by hijacking popular hashtags, such as those related to the 2014
World Cup. It also includes links to other websites for longer messages. ISIS has
used both Archive.org’s forums and Justpaste.it, a website where anyone can post
messages and images anonymously, and it has even created its own app, “Dawn of
Glad Tidings,” to efficiently tweet messages to its followers (Berger 2014; Saltman
and Winter 2014).
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ISIS’s social media networks have remained flexible and resilient in the face
of efforts to dismantle them. In August 2014 Twitter administrators shut down a
number of ISIS-associated accounts. ISIS recreated and publicized new accounts the
following day, but Twitter administrators quickly shut these down. This back-and-
forth pattern has continued to this day. ISIS is able to quickly spread information
about new accounts by either providing backup account information in its profile or
by using accounts that have not been shut down to spread the word about its new
accounts. The conflict between ISIS and Twitter has even led ISIS to threaten one of
Twitter’s founders (Bacon, 2015).

The group has attempted to branch out into alternative social media sites, such
as Quitter, Friendica and Diaspora, and VK; Quitter, Friendica and VK, however,
almost immediately worked to remove ISIS’s presence from their sites (Anti-
Defamation League, 2014).

4.2. Recruitment of Jihadists:

Social media such as Twitter, Facebook or blogs are particularly suitable for
the goal of recruitment. Young westerners encounter with the terrorist content in
their ordinary online environment. It makes a significant difference whether we see
terror attacks in the format of the evening news or on our newsfeed on Facebook.

Firstly, it is a more direct conversation between terror organization and target
on a more individual basis. One fighter is posting something on a personal level and
not (at least not openly) on behalf of the organization. Secondly, the content is not
framed by the news agency’s comments but is reaching the user unfiltered and
framed by harmless tweets and posts of friends. Thirdly, the content published over
social media does not have the format of ordinary advertisement — it rather seems
like an authentic report of experiences (Pues, 2016, p. 7).

A critical capability for ISIS towards achieving its objectives is member
recruitment. Recruitment is focused on, and operates largely through, social media.
ISIS has been much more successful than its predecessors, such as Al Qaeda or
Jabhat Al Nusra, in this arena. Klausen does an excellent job of breaking down ISIS
strategy, “The purpose of the seemingly innocuous tweeting of cat pictures and
hanging around with your friends, blended with staggering depictions of brutality, is
to drill home one message: You belong with us because jihad is an individual
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obligation for every Muslim. The content conveys that fighting— and dying— will give
your life meaning.” She goes on to explain how ISIS makes its extreme lifestyle
seem normal, and how they have focused on recruiting children. ISIS has managed to
appeal to many different demographics: the would-be martyr, the adrenaline junkie,
and the disillusioned youth looking for a sense of belonging and purpose (Jawhar,
2016, p. 49- 50).

5. ISIS strategy in Algeria:

After the events of the spring of 2011, which changed many of the geo-
strategic equations and balance of power in North Africa and the Maghreb in
particular, the organization appeared to advocate the terrorist as the most important
and most terrorist organizations training, financing and armament and extremism in
harassment in Algeria, especially when this organization managed to control the
fields and wells of oil in the city of Cert Libya tried to infiltrate Algeria and carry out
operations along the Tunisian Shannabi Mountains, but all attempts were
unsuccessful as a result of close cooperation between the Tunisian and the Tunisian
intelligence services Sieh and the Algerian and Mauritanian and finance (Amira,
2017).

Since then, it has been trying to recruit Algerian youth, especially those with
higher qualifications in disciplines related to science and how to manufacture hand-
made explosives such as biochemistry, applied physics, etc., because the
organization needs people to use in suicide operations, as well as trained fighters To
fight in the first ranks and to put them at the forefront of armed confrontations and
use them as human shields to protect leaders from the first, second and third rows of
this terrorist organization, the organization is indispensable for individuals who make
explosive belts and explosives, Easily for each student chemistry or biophysics
manufactured according to the equations and quantities and specific quantities
(Amira, 2017).

In addition, she tried to encourage the recruitment of Algerian women for use
as a trap to attract young men and fighters and to seduce them into marriage. And
because we are in the era of media and influential propaganda media has worked on
this organization to broadcast videos and videos of intimidation especially directed to
Algeria and its people and security institutions and military, and the agency Depth of

157



Ol - padl Jolyiasadl ST 2, Sacally Aums ] oyl Alime

them is one of the most important and most influential and influential, and strive to
penetrate the national social fabric and the formation of sleeper cells Led by the
Deputy Minister of Defense and the Commander of the General Staff, Lieutenant
General Al-Qaid Saleh, on several occasions, thus attempting to make a mock
victory by carrying out terrorist operations such as planting IEDs on military roads,
as it did on 9 October. 016 Near the town of Tammalos in eastern Skikda (Algeria),
the strategy of ISIS considers Algeria to be an intransigent country that must be
weakened in any way and by the use of extremist terrorist groups. Therefore, it
continues to promote the destabilization of security in the country, exploiting the past
and bringing it to brainwashing young people in order to convince them to
revolutionize their system and state institutions and pursue a political ideology that
does not correspond to their extremist Takfiri vision (Amira, 2017).

This organization, whose members are about 10 thousand fighters in Libya,
tries in various ways to target Algeria with its historical and geographical weight and
vast natural and petroleum resources, which is considered the second most powerful
Arab army and the world armies that have reputation and prestige, but their strategic
goal is clear in Algeria, And then all the surrounding countries and then spread to
Egypt and the jungles of Africa, so this organization allied in 2014 with the
dissidents of al-Qaeda supporters of al-Qaeda in the Arab Maghreb and established
what they called the soldiers of the Caliphate and the allegiance of Abu Bakr al-
Baghdadi (Amira, 2017).

The terrorist organization works on the successful, intensive and intensive
exploitation of the means of information and technology through social networking
sites, especially Twitter and Facebook, to recruit young people in Algeria. According
to investigations carried out by the security services, this terrorist organization
promotes the payment of large amounts to these recruits who succeed in recruiting
their families or close associates of between 20 and 50 thousand euros per month per
person against them when they arrive in Syria and lIraq through flights through
Tunisia and To Turkey before reaching the final terminal is the Turkish-Syrian
border (Amira, 2017).
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6. Algeria’s policies and strategies in countering ISIS
cyberterrorism:

Since cyberterrorist attempts have been promoted worldwide, and fastly,
through ICT means, both Algerian security and lawmaking authorities were obliged
to react to this cyberterrorist phenomenon and other related electronic crimes.
Therefore, a law ordinance N° 09- 04 was issued on Aug. 5, 2009 which contains
special rules for the prevention and control of crimes related to information and
communication technologies through the installation of the National Commission for
the Prevention of Electronic Crimes by a Presidential Decree N° 261- 15 of October,
8, 2015. However, it is worth to mention that Algeria’s measures taken for
countering ISIS cyberterrorism took both military and intelligence strategies, on one
hand, and judicial and legal strategies.

6.1. Military and intelligence strategies:

Algeria has been known for its long- term fight against terrorism during the
90’s, the period which was commonly known as the Black Decade. Accordingly, the
Algerian army and other security and intelligence services gained lot of experience in
dealing with the terrorist phenomenon, and were able to overcome it. Moreover,
Algeria, through this great success, became amongst the pioneer countries in the
world in the fight and prevention of terrorism. This; in fact, made many countries
and superpowers; such as, the US to rely on the Algerian experience in the fight
against terrorism.

As for the military and intelligence measures taken by the Algerian military
authorities to counter ISIS cyberterrorism attempts, they can be described as follows:

The Ministry of National Defense, in Algeria, is the sole responsible for
countering ISIS cyberterrorism. It coordinates with Directorate of Security and
Intelligence (DRS), Directorate General for National Security (DGSN), and the
Command of National Gendarmerie (GN). In these bodies, the Section for Prevention
of Electronic Crimes has been installed, with 48 domestic cells in Algerian wilayas.
These cells are directed and managed by highly trained experts to deal with
cybercrimes. However, in the case of tracking cyberterrorists and cyberterrorism
crimes, these cells and their agents collaborate with military experts in
counterterrorism. Any cyberterrorist threat discovered by these cells, either (DGSN)
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or (GN), is reported directly to both the Ministry of National Defense and the
Directorate of Security and Intelligence (DRS). Then, after checking and analyzing
these cyberterrorist threats, orders are issued to both DGSN and GN to react against
these threats.

Within this trend, particular cells were created by both security and
intelligence agencies to control and follow up ISIS web sites and social networks for
recruiting Jihadists. For this purpose, special cells to follow up recruitment and social
networking sites at the Electronic Crimes Unit were established. These cells belong
to security units for common wires as well as intelligence. It specializes in electronic
espionage and is responsible for leading e-war and decoding. With information
provided by customer-based human resources. Using advanced technical means, the
Unit relies on three aspects of electronic intelligence work: monitoring, coding and
jamming. The advanced computers of the units are able to work on the social
networking sites of electronic recruitment and monitoring of messages of intelligence
value, through the treatment of millions of communications words. These units are
also capable of tracking social networking sites that find terrorist organizations such
as Facebook, Twitter, and Telegram, as well as Tor, which is a free program that
guarantees its users complete confidentiality while using the Internet and protects
them from all types of electronic evasion.

Another measure taken by both military and intelligence services is the
tracking of repentant terrorists. Also, these were prevented from appearing in media
and conducting dialogues so as not to become symbols. In addition, this measure was
to prevent them to promote terrorist and extremist ideas among young people.

As for the intelligence strategy in countering cyberterrorism and social
networks responsible for recruiting Jihadists, they relied their plan to infiltrate and
destroy these cells for terrorists’ recruitment. This operation has been successful and
helped both security and intelligence services to infiltrate deep in the terrorist cells,
know their exact strategies, and plans so as to be able to respond quickly and
correctly and intervene in the right moments before terrorist attacks took place. The
aforementioned operation relied basically on planting some convicted Islamist
militants and intelligence elements. The major purpose of this infiltration plan is to
destroy terrorist cells for recruiting Jihadists.
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6.2. Judicial and legal strategies:

Since there has been a qualitative shift in terrorism, which has shifted from its
traditional style to the electronic, using the most efficient and intensive means of
modern technology and information technology, Algerian legislative authorities have
adapted modern terrorist crimes in the category of cybercrime.

In order to combat the phenomenon of electronic recruitment of terrorism as
it is a modern crime and implemented by modern technology has been subjected to
Algerian lawmaker to the pattern of electronic crime. He set up a national body
charged with electronic surveillance, as stated in article 13 of Law 09-04 of 5 August
2009, "A national body for the prevention and control of crimes related to
information and communication technologies is established and determined by the
composition, organization and functioning of the organization” (Official Journal,
2009, p. 5).

The composition of the commission includes a committee headed by the
Minister of Justice Directorate General Directorate of preventive surveillance and
electronic vigilance Directorate of Technical Coordination Center for technical
operations and regional annexes. The Commission is composed of judicial police
officers (Official Journal, 2009, p. 5).

Article 4 of Presidential Decree 15-216 sets out two main functions of the
Commission to prevent crimes related to information and communication
technologies and to combat crimes related to information and communication
technologies with a view to ensuring the control of electronic communications in
order to prevent acts described as terrorist or subversive offenses affecting the
security of the State. Electronic surveillance is the intercept of electronic
correspondence recording of sounds taking photographs inspection of information
systems blocked (Official Journal, 2009, pp. 6- 7).

7. An assessment of Algeria’s policies and strategies in
countering ISIS cyberterrorism:

In analyzing Algeria’s policies and strategies in countering ISIS
cyberterrorism, it is clear and evident that they have been successful in driving back
ISIS terrorist threats in Algeria. Also, it is these measures and policies made it
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impossible for ISIS to infiltrate deeply into the Algerian soil, thanks to both military
and intelligence and security measures. Since ISIS slogan was ‘Remaining and
Expanding’, the primary objective of ISIS presence in Libya was to create cells
related to ISIS and then to be activated later in the Algerian soil. Although the
terrorist group of the Caliphate Soldiers (Jund Al Khilafa) claimed loyalty to Abu
Bakr Al Baghdadi, it was unsuccessful in turning Algeria into chaos because the
effective measures taken by both military and security agencies.

In the battle ground, the Algerian security and military authorities have also
been successful to protect the borders and prevent their use by terrorists, especially
transporting of terrorists and jihadists, by using a security system for the digital
border of the GPS system to identify routes and neighboring areas, of the
neighborhood,and to draw and identify routes. This; in fact, facilitated the countering
cross- border security threats (Al Hamdi, 2015, pp. 147- 8).

Smart borders were also used to build a virtual wall using advanced military
technology for digitization and computerization of national border security
monitoring to help detect and monitor the movement of persons using radar and
surveillance cameras. In order to effectively monitor borders, the military authorities
rely on the use of mobile surveillance systems, unmanned aircraft systems, thermal
imaging equipment, and AFIS 2 to detect terrorists’ identity (Al Hamdi, 2015, pp.
147- 8).

Thanks to these procedures and advanced techniques, the Algerian security
forces were able to stand in front of ISIS; they constituted an impenetrable barrier for
ISIS to infiltrate the Algerian territory. In addition, the Algerian security and military
forces succeeded to eliminate hundreds of terrorists who were proven to be members
of this terrorist organization. Security reports confirmed the killing of 200 elements
in Algeria since the establishment of the organization by "Alone Wolves" in military
in the North of Algeria (The fall of ISIS men in Algeria during security and military
operations’, 2017, p. 2).

According to security sources, countering ISIS in Algeria is a top priority
alert; ISIS has been chased by all security services, represented by the army,
intelligence, police, and gendarmerie. They are being pursued through intensive
investigations and surveillance operations. In the course of a military operation, ISIS
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Emir Abd Al Malek Gouri was reported to be killed in the city of Boumerdes, East of
Algiers on December 7, 2014. In a second operation, the new Emir Othmane Al-
Assami was Killed in May 2015 during a military operation in the province of Bouira
(Southeast of Algiers). 24 members of ISIS were killed most notably in armed
clashes in the mountains of the province of Bouira in April 2015. On February 26,
Algerian security thwarted a suicide attack with an explosive belt against a police
station in the center city of Constantine, which led to the death of its executor. In
addition, the Algerian security services were able to dismantle dozens of secret cells
belonging to ISIS (‘The fall of ISIS men in Algeria’, 2017, p. 2).
8. Conclusion:

According to the data presented in this paper, Algeria is the only country in
the Africa and the Arab world that its doors are closed in the face of ISIS, despite its
expansion in Libya, the presence of its cells in the Sahel countries, and Algeria’s vast
borders. Therefore, ISIS was unable to penetrate the Algerian borders from the east
and the south, as well as the absence of appropriate terrorist organization that hold its
ideas in Algeria, after the success of the Algerian forces in eradicating extremist
organizations during the black decade period throughout the nineties of the last
century.

Also, among the causes that made it impossible for ISIS to exist in Algeria are
as follows :

+ The mechanism used by the Algerian authorities to secure the borders,
especially with Libya, where the armed groups are active. The Algerian
Ministry of Defense and the Algerian state as a whole adopted a new security
policy based on dividing the southern region into specific military zones.
There existed six operational military zones. However, nowadays, two
operational zones were added along the Algerian Sahara : one to secure the
Libyan border, and the second to secure the border with the Niger and Mali ;

+ And to Algeria's successful in counter- terrorism policy and experience,
which led to the construction of military security camps, which secured all
the eastern borders, especially the border area with Tunisia and Libya ; thus,

anticipating the pace of ISIS’ spread.
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ABSTRACT

Nuclear disarmament and counterproliferation after the end of the cold war are
essential dimensions of international peace and security. Many United Nations
Security Council resolutions and many international instruments, most notably the
Nuclear Non-Proliferation Treaty (NPT), aim to achieve tangible progress in
disarmament and stop proliferation crises. .

By resolution 1887 adopted by the Security Council on 24 September 2009, the
international community reaffirmed the need to work for a safer world for all and to
create conditions for a nuclear-weapon-free world, in accordance with the objectives
set out in the NPT, in a manner that promotes international stability and based on the
principle of undiminished security for all.
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Despite its flaws, the NPT has brought about years of nuclear stability. Even
states that have refused to sign the treaty have played a role in its survival, whether
or not the treaty is concluded, given the serious implications for global security that
may result from the collapse of the NPT. All parties must therefore quickly
rediscover their common interest in implementing practical and effective nuclear
disarmament.

Keywords: Disarmament, Cold War, Security Council, Nuclear-weapon, Non-

proliferation.
Introduction

Le désarmement nucléaire désigne le fait d’un ou plusieurs Etats supprimant
leurs effectifs matériels et préparatifs militaires nucléaires pour ne conserver a leur

disposition que des forces traditionnelles.

Depuis la deuxiéme guerre mondiale, il est développé dans le monde entier un
sentiment d’instabilité et d’insécurité, ce sentiment est d a deux considérations
fondamentales, d’abord, la découverte de I’arme atomique a constituer un danger réel

pour I’humanité, les armes nucléaires menacent sérieusement la vie sur terre.

L’atomisation de deux villes japonaises Hiroshima et Nagasaki les 6 et 9 Aot
1945, fait brutalement basculer le monde entier dans une ere absolument nucléaire, la
puissance déchainé de I’atome a tout changé sauf nos modes de penser et nous

glissons ainsi vers une catastrophe sans précédent.

D’un autre coté, I'utilisation a des fins pacifiques des ressources actuellement
consacrées aux armements aurait des répercussions favorable pour ’humanité, le
monde aura une autre figure si  on profite des avantages du
désarmement, I’inquiétude manifestée devant le perfectionnement et la prolifération
des armes nucléaires provient non seulement des effets désastreux qu’avait leur
utilisation moi aussi du fait reconnu que les immenses ressources consacrees a leur
production pourrait étre utilisées, conformément au but déclaré des Nations-Unies
pour favoriser le progres social et instaurer de meilleures conditions de vie dans une
libert¢ plus grande toute I’humanité peut bénéficier du désarmement nucléaire,
surtout en ce qui concerne I’allégement de la miseére des hommes et I’enrichissement

des sociétés nationales, le désarmement nucléaire contribue a servir I’intérét de tous
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les pays et entraine une amélioration des conditions économiques et sociales dans le

monde entier.

C’est pour cela que le désarmement nucléaire a constitué¢ un grand souci qui a
préoccupé la pensée du monde entier aprés la deuxieme guerre mondiale, alors
depuis 1945 le désarmement a été des préoccupations ont eu lieu sous son égide et
chaque année, 1’assemblée générale des Nations Unies a examiner avec attention le
probléme. Une foule d’organisme dotés de procédures variées ont été mis en place
certains traités importants ont été conclu et de nombreuses mesures connexes ou

collatérales sont encore a 1’étude.

l. Les accords en vue de la maitrise des armements nucléaires

Le désarmement se réalise a travers la conclusion d’un nombre important de
traités bilatéraux et multilatéraux touchant a la fois I’armement conventionnel et les

armes de destruction massives.

1. les traités bilatéraux sur la limitation et la réduction des

armes nucléaires
Les accords SALT" sont signé & Moscou le 26 Mai 1972 par les représentants
des Etats-Unis et le I’'URSS, ces traités jettent les bases du consensus, ce traité
permet aux Etats-Unisde disposer de1054 de missiles basés a terre, 710 de missiles
sue sous-marins, 531 de bombardiers I’'URSS peut disposer de 1618 de missiles
basés a terre, 950 de missiles sous-marins et 140 de bombardiers. Le traité SALT Il
est signé a Vienne le 18 juin 1979, ce traité Complété précise Les limitations de

SALT I s’en tiennent au nombre de vecteurs.?

Le traité SALT Il retient un plafond et des sous plafonds chacun des deux
supergrands peut disposer au maximum de 2400 vecteurs stratégique, 1320 de

missiles a tétes multiples et bombardiers lourds équipés de missiles de croisiere a

! Les négociations sur la limitation des armes stratégiques, mieux connues par l'acronyme Salt,
abréviation de l'anglais Strategic Arms Limitation Talks, sont les noms donnés aux processus de
négociations entamés en 1969 entre les Etats-Unis et I'URSS, qui aboutissent a la conclusion des
traités de Salt | en 1972 et Salt 11 en 1979.

2 Abdelhak JANATI-IDRISSI, Relations Internationales, édition Alhilal impression, Oujda, 2001-
2002.
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longue portée, 1200 de lanceurs de missiles terrestres a tétes multiples la surveillance
des accords repose exclusivement sur des moyens nationaux essentiellement sur des

satellites.

L’importance des traités SALT réside dans un équilibre de force entre les deux
Grands qui empéche le déclenchement de tout conflit armé ces traités réalisent un gel
d’armements stratégiques qui permettait a chacun d’acquérir les armes nécessaires a
sa sécurité tout en maintenant un équilibre stable empéchant I'une ou ’autre des

superpuissances de devenir apte a lancer une attaque la premiére.

En ce qui concerne la réduction des armements stratégiques on va mettre
I’accent sur les traités de START*, de prime abord, ce traité est signé le 31 Juillet
1991 a Moscou par le président américain George BUSH et le président soviétique
Mikhail GORBATCHEYV aux termes du traité, les Etats-Unis doivent se débarrasser
de 250 vecteurs et 216 tétes nucléaires I'union soviétique doit se débarrasser de 386

vecteurs et de 3088 tétes nucléaires.

Le traité START Il est signé le 3 janvier 1993 par les présidents Bush et Boris
Eltsine également a Moscou. Aux termes du traité les Etats-Unis doivent se
débarrasser de 98 vecteurs et de 5656 tétes nucléaires. La Russie doit se débarrasser
de 461 vecteurs et de 3422 tétes nucléaires. Les deux accords START I et START Il

? Ibid.

* Startest le nom d'usage de traités de réduction des armes stratégiques négociés entre les Etats-
Unis et I'Union soviétique puis la Russie dans les années 1990.

Trois traités successifs sont négociés :

- Start |, signé le 31 juillet 1991 par les présidents George H. W. Bush et Mikhail
Gorbatchev quelques mois seulement avant la dislocation finale de I'Union soviétique. Ce
traité entre en vigueur le 5 décembre 1994 ;

- Start Il, signé le 3 janvier 1993 par les présidents George H. W. Bush et Boris
Eltsine dont la ratification est retardée jusqu'en I'an 2000 en raison de désaccords entre les
deux Etats; bien que ratifié, le traité n'entre pas en force, les deux Etats signataires
s'accordant alors sur la signature du traité Sort de désarmement stratégique ;

- Start 1ll, négocié sur la base d'un accord préliminaire intervenu entre les
présidents Bill Clinton et Boris Eltsine a Helsinki les 21 et 22 mars 1997 pour réduire les
plafonds autorisés par Start 11, mais qui ne débouchera pas sur un traité.
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impliquent des diminutions de prés deux tiers des arsenaux nucléaires américaines et

soviétiques”.

Ces traités ont une importance cruciale, puisqu’ils impliquent non seulement
une limitation des armements stratégiques mais une réduction importante contribuant
a la stabilité du monde, ce n’est pas I’accumulation des armes meurtriéres, mais la

réduction des stocks qui peut servir de garantie de la sécurité internationale®.

2. les traités multilatéraux sur I’élimination relative et partielle
des armes nucléaires

Le traité¢ d’interdiction partielle des essais nucléaires autre que souterrains a été
signé au Kremlin par les représentants des 3 grands puissances signataires, les Etats-
Unis, la Grande-Bretagne et I’'URSS mais a la fin de 1966, 116 pays dont 109
membres des Nations-Unies avaient signé le traité ou y avaient accédé la durée du

traité est illimitée.

Les deux puissances nucléaires adhérées la France et la Chine n’ont pas adhéré
au traité, ainsi que d’autres puissances non nucléaires. Donc 1’expérimentation des
armes nucléaires est désormais interdite aux signataires du traité dans I’atmospheére,
I’espace extra-atmosphérique, et le milieu sous-marin. Les essais souterrains
demeurent autoriseés sous la réserve de ne pas entrainer la présence de débris,

radioactifs hors des limites territoriales de I’Etat qui a fait I’expérience.

En ce qui concerne le traité de non-prolifération des armes nucléaires qui a été
ouvert a la signature le 1% Juillet 1968, simultanément a Washington, Londres et
Moscou, lors de la signature du traité la durée des engagements n’était pas prévue
illimitée, mais au printemps 1995, une conférence décide la prorogation illimité du
traité, méme si en 1996, 182 Etats sont parties au traité mais il y a quelques Etats clés

ne souscrivent pas au TNP, Israél, Pakistan et I’Inde.’

> Daniel COLARD, le désarmement, éditions colin, Paris, 1972, p : 67.
® Ibid.

” Georges FISHER, la non-prolifération des armes nucléaires, éditions librairie générale de droit et de
jurisprudence, Paris, 1969.
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Le contrdle de I’application du traité est exercé par I’agence internationale de
I’énergie atomique, mais ce contrdle ne s’applique qu’aux Etats non nucléaires partie
au traité. Ce traité n’existerait pas sans la renonciation par la trés grande majorité des
Etats, notamment du tiers monde, a 1’arme nucléaire mais s’engager dans un traité a

ne pas I’acquérir signifie I’abandon d’une possibilité de pression.

En ce qui concerne, les traités relatives a I’institution d’une dénucléarisation
sectorielle on va déenombrer plusieurs traités dans ce domaine, premiérement on a le
traité sur 1’antarctique, ce traité institue un seul dépositaire, en 1’espece le
gouvernement des Etats-Unis, c’est aupreés de ce gouvernement que doit se faire le

dépot des instruments de ratification ou d’adhésion au traité.

Ce traité présente un grand intérét pour ce qui du probléme de la maitrise des
armes nucléaires, car il a abordé la question de I’interdiction des expériences
nucléaires, encore cette convention marque un rapprochement entre URSS et USA
qui décident de soustraire a leur affrontement une région du globe dont I’importance

stratégique est indiscutable.®

Deuxi¢émement on a le traité sur 1’utilisation de I’espace extra-atmosphérique
ce traité a été signé le 27 Janvier 1967, simultanément a Londres, Moscou et
Washington le traité est applicable a I’espace extra-atmosphérique, y compris la lune
et les autres corps célestes, ce traité constitue un élément essentiel en vue de la
réalisation de la paix mondiale, la neutralisation de 1’espace suffisait sans doute a
garantir son utilisation pacifique car cela montre bien que le traité entend interdire

I’acces des corps célestes aux nucléaires sous quelque forme que ce soit.

Troisiemement on a le traité sur la dénucléarisation des fonds marins qui a été
signé par les 3 puissances dépositaires : La Grande Bretagne, USA et ’'URSS dans
leurs capitales respectives le 11 Février 1971. Le traité reflete le désir des deux
grandes puissances de soustraire un nouveau champ d’action a leur affrontement. Le
mérite principal de 1’accord est sans doute d’exclure de la course aux armements

nucleaires des espaces qui représentent pres de 70% de la surface du globe.

8 Kristine BERGSTROM, le régime de la non-prolifération des armes nucléaires : limites et
perspectives, DEA relations internationales université paris I, 2004-2005, p : 62
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Derniérement on a les traités concernant les autres zones dénucléarisées,
d’abord, il y a le traité de Tlatelolco, ce traité ouvert a la signature de toutes les
républiques latino-américaines et des autres Etats souverains de 1’hémisphére, ce
traité a été signé le 14 Février 1967, par 14 Etats et par 8 autres par la suite, soit 22
au total, I’objectif de ce traité est I’interdiction a ’acces de leur territoire a toutes
formes d’armements nucléaires, ensuite on a le traité de Rarotonga, ce traité est signé
le 6 Aolt 1985, il est relative a la dénucléarisation du pacifique sud il illustre la

double dynamique d’un tel processus :

- I’émancipation d’une zone immense comprenant 1’ Australie et la Nouvelle-

Zélande.
- les rivalités des puissances.

Par ailleurs, les traités précédents a savoir le traité sur 1’Asie du SUD-EST, ce
traité est signé le 15 décembre 1995, par les 7 pays de ’ASEAN auxquels se joignent
la Birmanie, le Cambodge et le Laos. La signature du traité a été faire a Bangkok, ce

traité faisait cette région une zone exempte d’armes nucléaires.’

Et enfin il y a le traité de Pelindaba, ce traité est signé au Caire le 11 Avril 1996
par 53 Etats d’Afrique, faisant du continent africain une région exempte d’armes

nucléaires.

I1. L’application effective de la réglementation dure le désarmement

nucléaire : un objectif essentiel

Les modalités d’application effective par certains agences spécialisés et
notamment I’AIEA qui joue un rdle trés important dans I’application du contrdle
pour empécher les Etats d’adopter des programmes nucléaires militaires mais cette
application n’a pas effectuer par certains pays ce qui signifié que cette application est

relative.

A el Bas 6l Gy ‘}S‘)A“EA}J]\ u.a\J\j CM\ g CJ....BI\“;JJAI\ (J....J\ c_\\a.b! el}gS}l.n J«.a.ag
.2005¢c 50
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1. Le renforcement du systéme de garanties de L’AIEA

Ensemble de dispositions techniques et juridiques gérées par ’AIEA pour
s’assurer que les matiéres nucléaires qu’un pays déclare détenir a des fins pacifiques
ne sont pas détournées a des fins militaires, les garanties de I’AIEA comportent 3
grandes composantes : le contréle comptable de matiéres nucléaires signifie que les
Etats doivent rendre compte régulierement de la nature et de la qualité de matieres
nucléaires présente dans une zone de bilan matiere et de leur évolution au fil du
temps. La surveillance continue nécessite I’utilisation de scellés, de caméras et
d’autres engins électroniques pour enregistré automatiquement les activités qui se
déroule aux points stratégiques d’une zone de bilan matiére les inspections sur place
impliquent que des inspecteurs de I’AIEA vérifient les relevés comptables, ainsi que
les scellés et les instruments installés, en confirment les stocks physiques de matieres
nucléaires, ’intensité et la fréquence des inspections sur place dépendent du
caractere des installations concernés et de la qualité de maticres nucléaires qu’elle se

renforcent.*®

Les garanties de I’AIEA furent mises en place en 1961, a 1’époque seule les
réacteurs nucléaires de 100 mégawatts au moins étaient assujettis aux garanties. Le
directeur général de ’AIEA devait obtenir 1’accord officiel du pays concerné avant
de nommer un inspecteur pour ce pays les garanties généralisées apparurent avec
I’application du traité sur la non-prolifération (TNP), en raison de ce garanties, toutes
les installations et toutes les matiéres des Etats non dotés des armes nucléaires
(ENDAN) sont assujettic aux activités de vérification de 1I’AIEA décrites
précédemment, en 1993", L’AIEA engagea le programme 93+2 pour renforcer sa
capacité a détecter les installations et les stocks de matiéres nucléaires non déclarés a
vérifier I’absence d’activités nucléaires non déclarées dans les Etats qui sont
assujettis aux garanties généralisées et a rendre le systeme des garanties plus efficace
sur le plan des codts, le systeme de garanties renforcé approuvé en 1997 par le
conseils des gouverneurs de I’AIEA figure dans le document INFCIRC/540 des

accords de soumission volontaire conclus entre I’AIEA et les 5 Etats dotés des armes

19 http://vww.iaea.org/worldatom/programmes/safeguards/sg_protocol.html
' 1bid.
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nucléaires (EDAN) permettent I’application de garanties généralisées la totalité ou a

certaines des installations nucléaires pacifiques qui se trouvent sur leur territoires®?,

En effet le probléme des inspections de I’AIEA vient du fait que seul les
installations déclarées font I’objet d’inspections il est alors relativement facile pour
un Etat de développer dans la clandestinité un programme nucléaire. En raison de la
croyance que la prolifération viendrait uniquement d’installations déclarées 70% des
inspections de ’AIEA ont eu lieu au Japon, au Canada et dans les pays Euratom,
surtout Allemagne. Alors aprés la découverte du programme nucléaire clandestin

Irakien il a été jugé important de renforcer les capacités de vérification de 1’agence.

2. Controle de application effective : entre la sévérité et la

relativité
Le probléme du contrdle de I’armement irakien remonte a une date postérieure
en effet alors de la premicre guerre du golfe et aprés la défaite de 1’Iraq face aux
alliés, I’ AIEA lors de 35°™ conférence générale & sévérement condamné les attitudes

de I'lraq que refusait d’ouvrir ses installations militaires aux inspecteurs de

PAIEA.Y

La resolution de la conférence adoptee le 20 septembre par 71 voix contre Iraq
et 7 abstentions s’est déclarée profondément préoccupé par les efforts continus de
I’Iraq pour faire abstraction aux résolutions 687 et 707 du conseil de sécurité¢ de
I’ONU et appelé le gouvernement de Bagdad a respecter immédiatement et poliment
ses obligations finalement les experts de la commission spéciale de I’ONU et de
I’AIEA aprés avoir été rendu a Bagdad ont trouvé leur libert¢ de mouvement apres
un accord conclu avec les Etats-Unis 1’inspection devait révéler que 1’Iraq avait fait
des progres importants dans le domaine de la fabrication de la bombe atomique en

méme temps que Bernard BRUNNER était désigné comme chef de la délégation

12 http://www.institutidrp.org/onu/onu_nucleaire.htm
3 Hosna ABDELHAMID, I’apport des mesures régionales au processus de désarmement, revues de
sciences humaines, n° 12, Algérie, 1999, p : 54.
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chargée par ’ONU d’effectuer de recherche en Iraq jusqu’au 1% novembre 1991 en

. .. 14
ce qui concerne 1’arme chimique.

Plus récemment en date de 16 Décembre 1998, le conseil de sécurité s’est réuni
pour étudier les rapports remis par Richard BUTLER, le président de la commission
spéciale des Nations-Unies (UNSCOM) et par I’AIEA alors que cette derniére ne
cesse de répéter que Bagdad a rempli ses obligations et que 1’on peut passer dans le
domaine nucléaire du régime d’inspection celui de contrdle continu, 1’australien
prétend que 'UNSCOM n’est pas en mesure de mener un travail substantiel de
désarmement, en effet I’Iraq est déja largement désarmé le pays a été signe par le
maintien des sanctions qui obérent ses capacités militaire son armée n’a pu acquérir
aucun char au avion, aucun hélicoptére a I’étrangére depuis plus de huit ans est juste

bonne & réprimer sans pitié toutes oppositions interne.™

En définitif 1’lraq séveérement condamné pour son attitude visant le
développement de la militarisation effective. Le travail de 'UNSCOM et de I’AIEA
est symbolique a cet effet bien que cachent d’autres motifs que le désarmement de ce
pays, sinon pourquoi on laisse d’autres puissances nucléaires sans contrdle ni
sanction 1’exemple d’Israél est significatif a cet effet car il faut souligner que les
essais nucléaire effectues par les deux Gerants asiatique ont amené tous les regards a
se tourné vers lIsraél considéré comme une puissance nucléaire a part entiere la
question qui reste toujours posée au gouvernement israélien concernant la bombe
avive n’est plus de savoir si Isra€l 1’autorité utilise toujours le conditionnel lorsque il
s’agit de la bombe ou des armes chimiques et biologiques, elles évoquent I’option
nucléaires et répétent a société que Israél ne sera pas le premier a introduire les armes
nucléaires au proche orient méme si elles ajoutent que 1I’Etat juif ne sera pas non plus

le deuxieme a le faire.

14 Thierry HUBERT, droit et relations internationales, traités, résolutions, jurisprudence, éditions
Montchrestien, Paris, 1984.
!> Lucien POIRIER, des Stratégies nucléaires, édition, hachette, France, 1977, p : 68
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Par ailleurs il faut préciser d’apres les révélations de « Modachai VANUNU »
experts et chercheurs ont estimé qu’lsraél possédait entre 100 et 200 bombes

atomiques y compris des bombes thermonucléaires et & neutrons.*®

De méme qu’en Israél il existe un consensus inébranlable dans le domaine
nucléaire et il se renforce au fil des années 92% des israéliens soutiennent que leur
pays doit se doter des armes nucléaires contre 78% en 1987, 80% acceptent I’emploi
de ces armes dans certaines circonstances contre 36%, en 1987, et 67% approuvent

la politique d’ambiguité en la matiére d’armes nucléaires, il était 78% en 1987

Il est a noter que Washington a des moyen de pression sur Israél, en aot 1998,
I’Etat juif a met fin a son opposition a I’ouverture des pourparlers en vue d’un traité
sur I’arrét des productions des matiéres a fission « uranium et plutonium » qui

gélerait la capacité des pays signataires.

Israél devient le dernier des 61 Etats membres de la commission de
désarmement de ’ONU a vy étre jusque-la oppose, son acceptation a été obtenue en
contrepartie d’une personne américaine de soutenir Israél dans le cas ou ses intéréts
vitaux serait en danger on avance avec insistance qu’lsraél posséde un arsenal
nucléaire fort et diversifié afin de dissuader les voisins et éviter sa destruction. Donc
le débat de la dénucléarisation face a cet équilibre de peur doit s’engager a

. ; . . o . .18
I’intérieur d’Israél, ou I’opinion est mal informée a propos de ce sujet.

En contrepartie, le programme nucléaire iranien également se construit sous le
regard suspicieux de la communauté internationale, d’autant plus désireuse d’une
solution rapide que des découvertes troublantes viennent régulierement renforcer son
inquiétude. Elle reste cependant divisée quant aux intentions supposées de I’Iran :

est-elle réellement déterminée a fabriquer I’arme nucléaire?™

A cet égard, la Corée du Nord parmi les pays dispose de ’arme nucléaire. Dans un
premier temps, en s’aidant des Soviétiques, le régime a acquis les matériaux premiers afin de

développer la technologie nucléaire civile. Ensuite, de maniére indépendante et autonome, la

' Frangois FURET, le désarmement nucléaire, éditions Pédone, Paris, 1973, p : 136

7 Jhon SPANIER, politique extérieure des USA depuis la 2°™ guerre mondiale, éditions IFRI, Paris,
1991.

'8 Daniel COLARD, les relations internationales de 1945 & nos jours, éditions Masson, Paris, 1991.
Bhttps://www.cairn.info/revue-politique-etrangere-2012-3-page-533.htm
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Corée du Nord a développé un programme a finalité militaire. Les essais qu’a conduit le
régime de 2006 a 2017 illustrent une évolution et une amélioration des capacités nucléaires
de la Corée du nord qui justifient les préoccupations de la communauté internationale et
I’adoption de résolutions par le Conseil de sécurité des Nations Unies. La derniére bombe

nucléaire testée en septembre 2017 serait d’ailleurs cinq a six fois plus puissante que celle de
2016.%

Les essais nucléaires ont toujours été suivis de sanctions par le Conseil de
sécurité des Nations Unies. Toutefois, nous pouvons constater que celles-ci n’ont pas
empéché la RPDC de posséder I’arme atomique, ce qui fait entrer Pyongyang dans le
cercle fermé des puissances nucléaires au niveau mondial. De plus, puisque la RPDC
s’est retirée du TNP en 2003, elle n’est plus liée par le Traité et dés lors, celui-Ci
n’est plus un instrument efficace pour arréter le développement de la bombe

atomique par Pyongyang®.

De cette déclaration, on déduit que le désarmement nucléaire effective ne
s’applique pas de la méme maniére en tous les Etats, en le contrble international
s’intéresse a certains Etats par opposition a d’autres qui demeurent toujours protégés
par les puissances et les appareils de décision mondiale tel est le cas pour Israél qui
est assuré par le complicité américaine dans tous les domaines en 1’occurrence de

domaine de I’armement nucléaire.

En revanche, la Corée du Nord a surpris le monde entier en Avril 2018, en
annoncant l'arrét de ses essais nucléaires et ses tests de missiles balistiques
intercontinentaux. Et pour cause, il est étonnant de voir le régime de Pyongyang

éventuellement reculer au sujet de son programme nucléaire.

Mais cet accord a rapidement été annulé par Pyongyang, elle a sans doute
réalisé un nouveau test de lancement de missiles le 14 Décembre 2019. Selon un
porte-parole de 1’Académie nationale des sciences de défense cité par 1’agence
officielle KCNA, « un nouveau test crucial a été mené avec succes sur la base de

lancement de satellites de Sohae le 13 décembre 2019». Les succeés en matiére de

2 Demoulin, Chloé, L'efficacité des instruments internationaux face aux programmes nucléaires nord-
coréen et iranien, Master en droit, a finalité spécialisée en mobilité interuniversitaire, Belgique, Liege,
année académique 2018-2018, p : 37

2 1bid, p : 38.
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recherche seront appliqués pour améliorer encore la dissuasion nucléaire

stratégique fiable du pays?.

Les négociations sont au point mort depuis 1’échec du sommet de Hanoi en février
2019. Washington a demandé la convocation d’une réunion du Conseil de sécurité a
propos de la multiplication ces derniers mois de tirs nord-coréens de missiles a courte
et moyenne portée. A cet égard, les Etats-Unis ont mis en garde Pyongyang contre
tout nouvel essai nucléaire ou de missile balistique intercontinental en fin d’année,

tout en promettant de la souplesse si les négociations reprennent?.

Conclusion :

Depuis la fin de la 2°™ guerre mondiale, le désarmement nucléaire & passer par
des étapes importantes a travers la conclusion de plusieurs accords bilatéraux et
multilatéraux, ces signalent la conscience collective de I’humanité toute entiére du

danger représente par I’existence des armes nucléaire

Mais I’étape la plus importante dans le processus du désarmement nucléaire
reste sans aucun doute celle des années soixante-dix avec la conclusion des traité

SALT entre les Etats-Unis et 1’union soviétique.

Cependant, le désarmement nucléaire ne peut étre réalise qu’a travers un traité
multilatéral rassemblant toutes les puissances nucléaire existantes et stipulant la
liquidation de tout le stock nucléaire de tous les pays détenteurs des armes

nucléaires.
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