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Cybercrime in Moroccan Legislation
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Summary

Cybercrime is one of the major challenges posed by rapid technological advancements
in the current era, and it has become a real threat to individuals and societies. This topic
aims to study cybercrime within Moroccan legislation by analyzing the laws and
regulations developed to combat this type of crime, including both specific and general
legislation. We seek to address the issue of how well Moroccan legislation is able to
keep up with the rapid developments in the digital realm to combat these crimes in the
digital space, particularly focusing on the legislative framework and its evolution,
especially in the last twenty years.

Keywords: Cybercrime — Digital Space — Morocco — Digital Security
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Representations of Political Portraits in TelQuel Moroccan
Magazine: An Analysis of the Cover of Issue 993 as a Case
Study
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Abstract:

This article examines some of the representations of political portraits in the Moroccan
weekly magazine TelQuel, through exploring and discussing the portraits' use of
technical, visual, aesthetic, and ethical elements to create significances and narratives.
To this end, the article employs a methodology of image analysis in both its verbal and
visual aspects, while examining the possible interactions between verbal and visual
elements. The article also attempts to discuss the portrait concept in connection with
political communication, and examines some of this photographic genre supports as
well as the mechanisms behind its functioning.

Keywords: political portrait, image analysis, media, semiotics, Aziz Akhannouch,
TelQuel
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— Francgoise Juhel et autres, Dictionnaire de I’image, Vuibert, Paris,

France, 2006.
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— Wassily Kandinsky, Du Spirituel dans I’Art et dans la Peinture en

Particulier, édition Folio, 1989.
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— Azaddou Aya, Le portrait politique de Mohamed Bensaid Ait Idder a
travers son récit iconographique, Mémoire de fin d'études pour
I’obtention du master de recherche en Communication Publique et
Politique, L’Institut Supérieur de [PlInformation et de Ila

communication ISIC, Rabat, 2019-2020.
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~— 4#Rbstract

The study aimed to observe the attitudes of public opinion leaders toward the role of
Yemeni electronic journalism in promoting freedom of opinion and expression in
Yemen, as well as to evaluate the respondents' perceptions of the political role of
electronic journalism in Yemen.

The research employed a survey method and was conducted in the capital, Sana'a, using
a purposive sample of 250 public opinion leaders in the political and media fields. A
validated questionnaire was used for data collection.

The results demonstrated the importance of electronic journalism as a source for
obtaining information and following local events. The respondents’ evaluation of the
performance of Yemeni electronic journalism was positive. The findings indicated the
effectiveness of electronic journalism in supporting public freedoms and enhancing
democratic practices, as it provided an open platform for exchanging opinions and ideas
and practicing freedom of opinion and expression, reflecting political and partisan
pluralism in Yemen.

Keywords: Electronic Journalism — Public Opinion Leaders' Attitudes — Freedom of
Opinion and Expression.
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The study addresses the discourse of Salafism on social media, focusing on the
incitement connotations and concepts of hatred used by Salafi clerics in Morocco. It
also examines their activity on social media as a mechanism for promoting religious
ideology and influencing followers. The study worked with two models: "Sheikh Abu
Al-Nuaym," who uses Arabic in his speeches, and "Sheikh Abu Ammar,” who uses the
Amazigh language.

Keywords: Incitement — Salafi Discourse — Social Media
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Media and value industry :
-Sociological approaches to a scienftific understanding of the logic
of production and consumption of values_
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Excutive summary :

Building solid scientific knowledge of the media question and its structural
repercussions on various aspects of societal life requires the necessity of adopting a
number of theories and concepts that allow achieving a successful scientific
analysis of the media phenomenon as a social construct and practice before it
becomes technical means, especially when it is linked to the value aspect, as the
procedural importance is then confirmed. Theoretical frameworks capable of
providing explanations consistent with the reality of the situation in which the
media actor and practitioner are active.  Therefore, achieving the condition of
understanding remains first and prior to any cognitive exposure to some issues
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_—{elated to the reality of the media and its presence in the transformations that

society is witnessing, to which it contributes or reflects.From this standpoint, this
paper proposes a theoretical reference presentation that includes the most prominent
theoretical texts that dealt with the media in its socio-historical crystallization, as
well as its effects on individuals and societies, whether internally or globally. Then,
its most important value implications will be monitored, especially in current
Moroccan daily living.

key words : Media - production and consumption of values - sociology -
theoretical interpretation - society
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Abstract
This research firstly highlights the conditions under which the media can contribute to
creating and maintaining an atmosphere that discourages corruption. Secondly, based on a
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content analysis of 320 online news articles, the Iragi media do not promote a thematic
framework, i.e. a meaningful discussion of the causes, consequences and remedies of
corruption. There is very little congruence between how corruption is discussed in
parliament, where thematic frameworks prevail, and how it is reported in the media.
Furthermore, the media do not promote a pluralistic debate. Although civil society actors,
such as NGOs, are important for generating public pressure against corrupt practices, the
results show that these groups go virtually unnoticed in public debates. The results also show
that dynamics that can help reduce corruption are present in news agency news articles, as
well as in newspapers with different political orientations.

Corruption is a systematic and thematic phenomenon. It is a structural aspect and a major
issue that has a negative and persistent impact not only on the economy but also on the
smooth functioning of institutions and the lives of individual citizens, weakening the system
as a whole, leading to the degradation and humiliation of the entire society. In this context,
the role of the media is crucial in promoting good governance and controlling corruption.
The media raise public awareness about the causes, consequences and possible remedies for
corruption, and investigate corruption incidents by reporting on them. The effectiveness of
the media depends on access to information, freedom of expression and a professional and
ethical cadre of investigative journalists. Thus, civil society and the media play a vital role in
creating and maintaining an atmosphere in public life that discourages fraud and corruption,
and can indeed be defined as the most important elements in eliminating systemic corruption
in public institutions. The aim of this research is to analyze how media organizations
investigate and report on cases of political corruption, and how this coverage shapes public
perceptions of corruption. This topic has been chosen for two main reasons: on the one hand,
the extreme and obvious importance of the topic; and on the other, the desire to understand
the phenomenon in depth, in order to develop effective strategies to combat it.

Keywords: Modern media, administrative and financial corruption, information
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The role of the Youth Hour program

in promoting social values of Algerian youth
A field study
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Resume:

The study aimed to reveal the nature of the social values included in the «Youth Hour »
program, broadcasted on the Algerian channel five, « The Holy Quran », where the study
followed the descriptive approach, a questionnaire form was also prepared and distributed to
(240) students registered in the various faculties of EI Oued University for the year (2022-
2023).

Key words : Islamic satellite channels - Talk shows - Social values
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Linguistic Patterns Analysis in Media Discourse: A Study on the
Communiqueés of the General Directorate of National Security
and Their Impact on Corporate Identity Building and Security

Messaging.
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Abstract:

This research is based on the analysis of linguistic patterns in media discourse, with a
specific focus on the communiques of the General Directorate of National Security in
Morocco. The study aims to understand how linguistic patterns play a crucial role in shaping
institutional identity and directing security messages. Emphasis is placed on their impact on
information transmission and influencing public perception of security issues. The research
provides a meticulous analysis of media discourse, employing tools and concepts from
discourse analysis and textual linguistics to explore linguistic dimensions contributing to
shaping and understanding messages. It enhances the scholarly understanding of language's
influence in the field of media, contributing to the advancement of conscious and critical
media communication practices.
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From Californian ideology to digital colonialism of the peoples: The
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Abstract:

Digital colonialism reflects a modern phenomenon of the dominance of global technological
powers over underdeveloped and developing societies that resist progress. By analyzing the
effects of this dominance on economic, cultural, and political aspects, the article aims to
highlight how technology has transformed into a tool for control and exploitation in the
digital age. This study addresses the concept of digital colonialism and its impacts on
developing countries, examining how these companies exploit legal and technological
loopholes, leading to the dismantling of the cultural and economic identity of these nations. It
also emphasizes the negative repercussions of excessive reliance on Western technology,
including the loss of privacy and individual rights. Finally, strategies are proposed to enhance
digital sovereignty, such as developing local infrastructure and promoting digital education,
with the goal of achieving a balance in global digital power.

Keywords:

Digital colonialism, technological dominance, developing societies, Big Data, digital culture,
economic dependency.
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Abstract

This paper aims to highlight the right to access information in Morocco by examining its
alignment with the national legislative framework and the international institutional
framework that regulates this right to protect access to information. It also seeks to
emphasize the connection between the right to access information and participatory
democracy, within the concept of Open Government, which has been a global strategic
approach since 2011.

Additionally, this paper examines the relationship between the right to access information
and institutional communication, considering the protection of this right by public institutions
as a fundamental principle. This can contribute to improving the image of institutions,
enhancing their ability to engage with citizens, strengthening their openness to the external
environment, and consequently fostering trust between citizens and public administration.
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Annotation: This article is devoted to the analysis of the theory and practice of organizing
and conducting information war operations in the media , including the Internet. In our study,
we tried to highlight the main features of conducting modern information wars and show a
set of methods and tools for achieving the desired result using the example of different
countries.

Keywords: information wars, multimedia technology logy in the media, international
relations, international conflicts, propaganda.

Introduction

Today, the emergence of new technologies and automation have become
an integral part of every person's life and have affected almost all spheres of
society. Progress in the development of information and communication
technologies has affected all countries without exception, making them more
vulnerable. Each of us associates the word "war" with an armed conflict between
people, most often from different countries, in connection with some
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controversial issue. However, the concept of has a
completely different meaning. This is a different way of waging war, in
which the main weapon is not physical force, but the power of words. The
objectives of are to exert strong psychological pressure on
the enemy and manipulate people's consciousness. The key influence on
information in such wars is exerted with the help of

. These include any forms of dissemination of mass information
that are published under a permanent name. The so-called inferior media have
gained particular popularity - blogs on social networks that disseminate certain
information and streaming channels.
During entire events of both offensive and defensive nature
are organized. Thus, more and more new means of conducting information
confrontation appear, which help to achieve superiority over the enemy side.
Particular attention should be paid to the fact that today, information war is not
just it is a political contradiction that can lead to an open
armed conflict.

In our study, we will consider all possible dimensions of the information
and communication strategy. The purpose of the study is to highlight the pros
and cons of the psychological technologies used, as well as to show the results
of the information confrontation between countries. The object is the types of
modern information confrontation. As a basis for the methodological study, we
took the methods of synthesis and analysis, induction and deduction, as well as
the method of systematization.

The results obtained and their discussion
The current political situation in the world is extremely unstable, and this
Is manifested by the clearly expressed aggression of many countries towards
each other. With the help of the media , a campaign is being
conducted aimed at undermining internal security and denigrating the status of

the enemy country. Today, it is possible to disseminate information instantly and
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all you need is a phone. Social networks such as Twitter, Te legram ,
Instagram have become especially popular. But, despite the convenience
of providing information, its accessibility and relevance, one big problem has
emerged - the reliability of the information received. This is due to a number of
reasons: firstly, the unofficial nature of the sources from which the information
was obtained, secondly, the unreliability or distortion of information, thirdly, the
special manipulation of information using official and unofficial sources.
appeared long before the development of
and their popularity, and were rather auxiliary in the general fight against the
enemy. But with the development of the mass media, the methods and nature of
influence have changed, and has begun to acquire a
leading role in the fight against the enemy. This is certainly connected with the
emergence of a new type of journalism - convergent, based on the fusion of
With the help of multimedia delivery,
the audience reach increases significantly, because information has become
accessible to a larger number of people, and the efficiency of information
delivery increases, because the audience has begun to receive information much
faster and in a more convenient format. Let us consider in more detail new forms
of information presentation as new technologies for waging
Infographics have become one of the trends in modern journalism on
various information sites. They can easily replace an entire article, while
conveying all the most important things clearly. Information is easily perceived
in graphic form, and if desired, it can be sent on social networks, without any
volume restrictions. Today, one of the most pressing topics in all media is the
military operation in Ukraine. Every day, dozens of materials from various
foreign journalists appear on the network, which actively use infographics. Let's
take a closer look at how infographics will affect between
Russia and Ukraine in this case. Everyone knows that each color used in

infographics has its own meaning, and, of course, evokes certain associations in
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W‘ people. In May 2022, the following infographics were published on the
*‘“‘\é website of the British newspaper "Guardian" (Figure 1). What | would

like to immediately draw attention to is the red and gray color, which depicts the
territory of Russia. Black silhouettes of tanks and military personnel are visible
on the red background, which in this case shows the side of the aggressor -
Russia. Black, dark gray and red are colors associated with violence, panic, fear.
Ukrainian troops are shown in yellow and blue tones, without using silhouettes,

which, on the contrary, evokes pleasant emotions - calm and justice.
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Fig. 1 Infographic on the Guardian newspaper website, May 11, 2022.

As you can see, infographics in a certain way shape the attitude towards a given
situation, place emphasis and allow you to hide some important facts when
covering events.

Another new form of presenting information, which is often used in information
warfare, is a . It combines several forms of presenting
information at once: text, photos, audio and video materials, various interactive
elements, and graphic images. With this form, the reader can get a full
impression of the article, and choose the most attractive form for themselves.

For example, let's take a topic that has not lost its relevance for 8 years: the
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annexation of Crimea to Russia. The events of March 2014 excited not
only the residents of Ukraine and Russia, but also other countries and, of
course, served as another reason for the information war. On various foreign
sites, many materials were published that included video interviews with
comments, photos, texts, graphic illustrations, etc. Moreover, the format of
often violates the chronological sequence in order to disrupt
the holistic picture of the events. So, having reviewed the materials on this topic
on the website of the British media corporation "BBC" from 2014 to 2020, we
determined what unites them. The main attention in these texts is focused on
the fact that Crimea returned not to Russia, but to the Soviet Union. Russian
President Vladimir Putin was ready to fight for Crimea at any cost, even using
nuclear weapons if necessary, which is why, according to British journalists, the
war in Ukraine began.
In modern journalists often use the technique of “emotional
infection” of the text. This is a powerful way of manipulating people's
consciousness, which tries to influence the uncontrollable emotions of the
audience: anxiety and fear. For example, American and Iragi media in their
materials devoted to military conflicts often touch upon such topics: unjustly
convicted people, sick children, the fate of people left without a roof over their
heads, etc. Such information evokes feelings of compassion and empathy in
people, and the text, which seemed completely uninteresting, suddenly makes
you think.
Another technique successfully used by the media is the "show problematic".
Here, the image of an enemy or an enemy state is deliberately created in order to
show some problems and deliberately hide others. Any slightest mistake or
wrong action by the enemy side is conveyed as a serious and dangerous
violation. At the same time, it is often such texts that hide the real, larger-scale
problems and failures of one's own country and the country of an ally. For

example, in Iraq, a large number of publications touch on the topic of difficult
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relations with the United States. This topic is one of the most pressing
and interest in it is constantly fueled. But, unfortunately, the problems
that occur inside the country are covered very superficially or not covered at all.
Mass protests caused by the growth of corruption, unemployment, poor living
conditions - all this is practically not covered in the media. To confirm this, we
looked at the news feed of the Iragi newspaper Baghdad Today from October 1
to October 9, 2019, since it was during this time that the most violent actions
took place in the country, and a large number of people died daily. During this
time, we came across only one publication in this newspaper that touched on
these events, while, for example, the Russian news agency RIA Novosti
published small notes on this topic every day. From this we can conclude that by
focusing on , Some countries are trying to specifically
hide their internal conflicts.

The techniques of "emotional infection™ of the text and "ostentatious issues"
have their own characteristics, which allows you to find them in texts without
much difficulty. One of the most difficult techniques of information warfare is
the technique of "information inaccessibility”. The difficulty lies in the fact that
it is impossible to say exactly what information is hidden and is included in such
a concept as "information blockade". At the same time, the mass media can at
any time restrict access to information that can somehow affect people's
consciousness. And here we cannot fail to mention such an important factor as
the reliability of information, because most of the facts get online unverified.
But even reliable information can become outdated over time, so it is important
to monitor its updates. The most striking example of the application of this
method, in our opinion, is the situation with the coronavirus pandemic. At the
beginning of 2020, all the world's leading media published information daily on
the number of people infected with the new coronavirus infection and the
number of deaths and recovered patients. At the same time, the situation was

constantly changing, and no one knew the real picture. For the analysis, we took
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3 publications from different world media: RIA Novosti (Russia), The
New York Times (USA) Baghdad Today » (Iraq), which are the most
widely read in their country, and compared them. We took one publication from
each between April 15 and 18, 2020. RIA Novosti reported in its
text a sharp increase in the incidence rate in Brazil, The New York Times does
not mention Brazil, but talks about Russia, where a scandal occurred in the
Komi Republic related to attempts to hide an outbreak of the disease. « Baghdad
Today » writes about the assistance of the American President Donald Trump to
needy countries, including Russia, although the percentage of deaths in the USA
Is significantly higher than in Spain and Russia. This information allows us to
say that there is an "information blockade™ that does not allow the audience to
learn the real situation, and thus there is "inaccessibility of information".

One of the main techniques Is the technique of "creating
an enemy image". Often, when covering news or
analytical materials, one can encounter a tense presentation of information, a
special heat of passions, which puts the reader in a state of anxiety. It is much
easier to control the consciousness of an audience that is afraid, and the image of
an enemy creates the necessary socio-psychological factors. It is as if

create their own separate political reality, which reflects the interests of the
country's leadership, rather than considering objective processes. In the
material of the Iragi TV channel "RT", we saw a comical image of the US
President, who is presented as an aggressor in all materials of the Iraqi media
(Figure 2).

All the techniques under consideration relate to psychological
manipulation of the audience. Today, any information confrontation is a two-
way process, since unilateral actions can be assessed as open aggression. It
should be noted that manipulation occurs on a consciousness already formed by

established stereotypes. And this means that the perception of information only
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enhances the effect of its acceptance. In this case, we are talking about
an audience prepared to receive information about the actions of the

"enemy state".

Fig. 2. Comic image of US President Donald Trump in the material of the
TV channel " RT "

But if the use of helps
to place emphasis, hide some facts, then mobile technologies create a common
information field, where ordinary people can act as journalists. With the help of
mobile Internet, you can constantly scroll through the news feed, add news
yourself, upload photos and videos, leave comments. This is the most
convenient and economical way to organize any protest. Moreover, it is worth
noting that in this case there is no reference to location, and, accordingly, no
responsibility for the written material, which may be disinformation. From a
technical point of view, the dissemination of information on the Internet occurs
either through publication or through injection.

A leak is the most widely used method on the
Internet, in which information can cause a strong response, or even resonance.
Its purpose is to form a certain opinion or mood in the audience. At the same
time, the information must be correctly formatted so as not to substitute the

source, and also to ensure access to this information for that part of the target
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audience for which it is intended. For example, US Vice President DICK
Cheney spoke many times in his public speeches about the meeting of
Atta (the leader of the terrorists) with Iraqgis in Prague, thereby showing
Baghdad's involvement in the terrorist attack in the USA. However, in fact, all
this turned out to be a deception, but the information, which in this case was a
leak, had already formed public opinion in the right way and was discussed on
the Internet for a long time.

Discrediting is another method on the Internet,
associated with undermining the trust or authority of any idea, object, event or
state. The main goal of this method is to create a negative image that will help to
form the desired public opinion. The methods of this method are different: for
example, to focus on the weak points of the object, to spread provocative
information about it, or to spread incompetent facts on behalf of the object, as
well as to arouse compassion and empathy in the audience, in order to discredit
the ruling power in the country. An example of the latter method is the situation
in Syria, when at the beginning of the civil war, photos and videos appeared on
the Internet daily showing all the "inhumanity" of Syrian President Bashar al-
Assad. However, upon closer examination of one of the photos that appeared on
the Internet, it turned out that the photo was not taken in Homs, as stated in the
text, but was taken from the feature film "The Pianist". The photo shows the
Warsaw ghetto during World War 11 (Figure 3).

We have considered
both in and on the Internet. In general, they have not changed the
basic principles of conducting information warfare, but have shown new

possibilities.
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Mo 310 ynvue wna GpoHeTexHKa acaanTos K UEHTPY ropoaa

Kny6 apysei oipmitcKoit onnosumm
Xomc.
Bbinit B KOKAOM A0ME, B K&XAOM OKHE , B KOXA0M NOABANE i1 HE

OTHRRTE NDOMEakY SR FECOIOTRS

Fig. 3. Ahmévxa'm'ple of discreditinvgr from the Internet

Conclusions and research prospects
Having examined in detail the methods of audience manipulation, we
came to the conclusion that they are the main weapon
However, this weapon can act both to the advantage in the fight against the
opposing state, and to the detriment of the population of its own country. After
all, by strengthening the established stereotypes and opinions about the enemy
state, the government can find an opportunity to use this information for the
purpose of a forced measure of transition from the “cold" phase of the war to the
"hot" one. By reorienting attention from important issues to unnecessary details,
the audience is misled. Having analyzed the publications of different countries,
we can confidently say that each side of the information confrontation uses
methods for simultaneous manipulation of both its own reader and the reader of
the enemy side. Having analyzed the materials and the peculiarities of their
perception by the audience, we came to the conclusion that it is the people who
fall under the influence of the information attack who allow us to call
in its scale frightening or even destructive. At the same time,
are still not a mortal threat to society. After all, the
winner in this information battle will be the one who can calculate the actions of

his opponent several steps ahead. For this purpose, through various
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al information in order to unleash a real "war of compromising evidence".

are being used to plant and leak

The blogosphere, social networks, forums and fake sites are actively used to
spread rumors and create political myths.
Thus, summarizing all of the above, we can come to the conclusion that
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